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Product summary
Adobe LiveCycle Enterprise Suite  
2 (ES2) is a software suite that 
extends the value of existing  
back-end systems by engaging  
users with collaborative rich  
Internet applications (RIAs) and 
guided forms, streamlining  
internal processes, managing 
correspondence, and strengthening 
information and document security.


LiveCycle Digital Signatures ES2 
is built into LiveCycle solutions, 
enabling document integrity and 
authenticity to be added without the 
risk, cost, and training required to 
integrate another third-party security 
point product. With LiveCycle Digital 
Signatures ES2, you can:
•	�Leverage digital signatures that can 


have legal validity for fully 
electronic business processes


•	�Better prepare documents for 
long-term retention


•	�Use signatures to mark approval for 
key business milestones in a 
document workflow


•	�Improve efficiency and cycle time  
by automating the handling of all 
PDF documents


•	�Sign documents individually or in 
batch mode


Add trust and security to electronic transactions. Protect documents within and beyond the  
firewall—enabling faster business processes, improving regulatory compliance, and lowering  
paper costs.


Enable faster business processes 
By integrating with strong client- and server-based public key infrastructure (PKI) credentials and 
leading certificate authorities, the Adobe LiveCycle Digital Signatures ES2 module helps protect and 
validate the authenticity and integrity of PDF documents. This, in turn, reduces the risks and costs 
associated with document falsification, which can range from financial penalties to brand erosion. With 
LiveCycle Digital Signatures ES2, you can conduct business transactions with any stakeholder, 
confident that your signed documents will provide the critical security assurances you need.


Streamline business processes 
With support for the PDF format and Adobe Reader® software, which is deployed on 700 million devices 
worldwide, LiveCycle Digital Signatures ES2 helps ease user adoption, allowing businesses to close the 
loop faster on automated enterprise processes. You can also apply digital signatures to dynamic XML 
Forms Architecture (XFA) forms so they can be incorporated into your protected processes as well.


For example, in the pharmaceutical industry, the exchange of information between companies, partners, 
and regulators is essential to delivering safe and effective products. LiveCycle Digital Signatures ES2  
can be employed with other Adobe LiveCycle modules to streamline the process of creating, managing, 
reviewing, approving, and signing research and development (R&D) and clinical documents. Reviewers 
can sign and approve documents in bulk via a web portal, and create signed PDF files that comply with 
the Signatures and Authentication for Everyone (SAFE)-BioPharma digital signature standard.


Strengthen regulatory compliance 
Digital signatures on PDF documents protect the integrity of financial records, provide nonrepudiation, and 
retain tamper-evident signature information, in compliance with long-term archiving requirements. When  
used in conjunction with Adobe LiveCycle Output ES2, signed PDF documents can be batch-converted to the 
PDF/A archiving standard while retaining transaction evidence in digital signature details. LiveCycle Digital 
Signatures ES2 can also add validation and revocation information into documents after they have been 
signed, so even files that are opened after years of being archived can have their signatures validated.


Improve accountability 
By establishing the identity and intent of vendors and buyers, contracting parties, process  
approvers, and others with LiveCycle Digital Signatures ES2, you can help ensure that transactions  
cannot be repudiated.


In addition to supporting signature transactions with credentials stored on the server, LiveCycle Digital 
Signatures ES2 can also be used to deploy server-managed signing applications for desktop and 
user-held credentials. Batch signing processes via a signature software programming interface (SPI) 
allow a user working within a rich Internet application (RIA) or web browser environment to sign 
multiple documents rather than opening each document individually. This capability allows 
organizations to meet high-assurance requirements where the signing credential must be controlled 
by the individual, yet enables central management of the signing process.  
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Leverage existing IT investments 
Built on J2EE, LiveCycle Digital Signatures ES2 integrates with existing enterprise infrastructures 
through Java™ APIs and support for web services. It can be deployed on BEA WebLogic, IBM 
WebSphere, and JBoss application servers. Integrate LiveCycle Digital Signatures ES2 with existing 
authentication and enterprise content management (ECM) systems for cost-effective, centralized 
document protection, control, and administration. LiveCycle Digital Signatures ES2 also leverages 
existing investments in PKI, enabling signing with most any X.509 certificate and works with 
sophisticated authentication server deployments, such as synchronized multiserver environments, 
to support massive scalability.


LiveCycle Digital Signatures ES2 provides a new, easy-to-use interface to integrate digital 
signatures into Hardware Security Modules (HSMs), reducing the complexity of configuring your 
system. By taking advantage of HSMs and Federal Information Processing Standard (FIPS)-mode 
support, you can create best-of-breed digital signature solutions that fit with your authentication 
investments and governance framework. You can also leverage a provisioning SDK to simplify and 
lower the cost of deployments.


Free and widely deployed Adobe Reader and common web browsers are used to support desktop 
signing (with Adobe LiveCycle Reader Extensions ES2) and verification, without needing to deploy 
additional tools.
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Related LiveCycle module for  
document and information security
Adobe LiveCycle Rights Management 
ES2 allows organizations to maintain 
the confidentiality of sensitive  
intellectual property, regulatory  
data, or personally identifiable  
information by limiting access and 
control over sensitive documents.
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This white paper is a guide for choosing and deploying electronic signature technology in the 
European Union (EU). It will help business managers, system integrators, and partners  
understand the choices available for implementing electronic signature applications that can be 
readily deployed and are assured to meet the requirements of the European Commission (EC) 
Electronic Signature Directive 1999/93/EC1 (hereafter referred to simply as “the Directive”). 
Additionally, government policy makers and practitioners will also find this paper useful. 


This paper briefly describes the regulatory environment in Europe related to electronic signa-
tures and discusses how open signature standards are critical to adoption across Member States. 
This is followed by an explanation of the sequence of European Telecommunications Standards 
Institute (ETSI)2 electronic signature standards. ETSI is recognized as an official European 
Standards Organization by the EC and produces globally applicable standards for information 
and communications technologies including fixed, mobile, radio, broadcast, Internet,  
aeronautical, and other areas. The ETSI digital signature standards include Cryptographic 
Message Syntax Advanced Electronic Signature (CAdES), XML Advanced Electronic Signature 
(XAdES), and most recently PDF Advanced Electronic Signature (PAdES). PAdES describes  
how to use the digital signature features of the Portable Document Format (PDF)3 to meet EU 
requirements. The primary utility of each of the standards is also described and distinguished  
by their unique properties.


Electronic signatures and efficiencies
Over the last decade, business processes have moved to the web at an astounding rate. Today, 
millions of people in the EU and around the world engage in business-to-consumer (B2C), 
government-to-consumer (G2C), and business-to-business (B2B) processes over the Internet. 
When moving from a paper world to the promising electronic society, electronic signatures serve 
as a catalyst to support electronic communications, transactions, and commerce. The availability 
of electronic signatures has driven an increase in eBusiness and eGovernment applications as 
demonstrated by numerous implementations over the past few years.


1	 Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures: 
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX%3A31999L0093%3AEN%3ANOT.


2	 For more details about the European Telecommunications Standards Institute, visit www.etsi.org.


3	 PDF is now accessible as an ISO International Standard, ISO 32000-1. For more details about the ISO 32000-1 standard, visit www.iso.org/iso/
pressrelease.htm?refid=Ref1141.
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An electronic signature4 is a paperless way to sign a document using a unique credential 
associated with a given person that is logically attached to or associated with the document. 
Electronic signatures can be used to authenticate the signer as well as detect any changes made  
to the document after it was signed. 


Electronic signatures provide real benefits. For example, they promote the emergence of fully 
automated purchasing processes by enabling buyers and sellers to sign and approve transactions 
without the need for traditional “wet” (paper-based) signatures. In Europe, electronic signatures 
enable non-repudiation from a legal perspective and under some strict circumstances can be 
legally equivalent to handwritten signatures. For transactions, electronic signatures can provide 
greater efficiency and faster turnaround times by eliminating costly paper printing and mailing 
delays, making it possible to reduce errors associated with rekeying of information, and 
improving convenience for end users. They also complement regulatory compliance and 
long-term document retention. 


Today, electronic signatures make organizations more agile in the face of a continuously 
changing business landscape. As eGovernment and eBusiness programs reap savings by moving 
from paper to electronic processing, investing in electronic signature technologies becomes a 
very attractive proposition. Efficiency and financial benefits are accelerated when widely 
available tools, such as European citizen cards, can be used by large numbers of people (yielding 
high return on investment or ROI).


Europe has a decade of experience in setting up legal, technical, trustworthy, and standardized 
frameworks to facilitate the interoperable and cross-border use of electronic signatures.  
Leveraging the lessons learned from this experience and seeking to resolve the issues that were 
exposed as a result, the EC enacted an ambitious but pragmatic Action Plan5 at the end of 2008 
to further improve the efficiency of cross-border use of electronic signatures throughout the EU 
and beyond.


European electronic signatures: Legal overview6


In the Directive, which is currently in force in every EU Member State, the term “electronic 
signature” is defined in Article 2.1 as follows: “data in electronic form which are attached to or 
logically associated with other electronic data and which serve as a method of authentication.”


Being deliberately neutral regarding technology and security requirements, this definition 
confers to all kinds of electronic signatures a potential legal validity, provided their authenticity 
is not contested. Additionally, two upper levels are defined in addition to the previously 
mentioned electronic signatures—namely the advanced electronic signature (AdES)7 and the 
qualified electronic signature (QES).8


An AdES is an electronic signature that meets the following requirements:


1.   It is uniquely linked to the signatory.


2.   It is capable of identifying the signatory.


3.   It is created in a way that the signatory can maintain sole control.


4.   It is linked to the data to which it relates in such a manner that any subsequent change of the  
    data is detectable.


4	 The term electronic signature is usually defined in very general terms to include nearly any and all technology for signing electronic documents. The 
term digital signature usually refers to electronic signatures that make use of public key infrastructure (PKI) technology and digital certificates.


5	 Communication from the Commission to the Council, the European Parliament, the European Economic and Social Committee and the Committee 
of the Regions on an Action Plan on e-signatures and e-identification to facilitate the provision of cross-border public services in the Single Market, 
COM(2008)798 of 28.11.08: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2008:0798:FIN:EN:PDF.


6	 For a more comprehensive picture, visit www.law.kuleuven.ac.be/icri/publications/954eIDPDFSignatures.pdf.pdf? This article was used as a 
reference for some parts of this section. 


7	 Defined in reference 2, the Directive, in article 2.2.


8	 Advanced electronic signatures using qualified certificates and protected signing devices as defined in the Directive, article 5.1. These have come to 
be referred to as QES.
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“With the addition of 
PAdES to the set of 
solutions for advanced 
electronic signatures, we 
now have a way of 
providing both live and 
long-term signatures for 
PDF in line with EU  
legal requirements.”
 
–Nick Pope
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While this definition is also formulated in a general and technologically neutral way, security 
experts generally agree that the only electronic signatures that currently meet all of the four 
requirements are those that use standardized public key cryptography and infrastructures.9 
Electronic signatures that use cryptographic technology are often referred to as “digital 
signatures.” The binding between a signatory’s identity and their signature cryptographic 
material is provided in the form of an X.509 open standard digital certificate.10 The Directive 
legally defines a certificate as “an electronic attestation that links signature-verification11 data to 
a person and confirms the identity of that person.”12 Certificates are issued by Certification 
Service Providers (CSP) who must be trustworthy and impartial, and be accepted as such by all.


When created by means of state-of-the-art standardized technology and based on trustworthy 
certificates, the electronic signature will fulfill the four conditions of an AdES, provided it is 
linked to the data to which it relates in such a manner that any subsequent change of the data is 
detectable.13 As a consequence, such electronic signatures are considered legally valid in all cases 
where the law accepts or requires the use of an AdES.


QESs are AdESs based on a qualified certificate and created by means of a secure  
signature-creation device (SSCD). An SSCD is defined in the Directive as “configured software 
or hardware used to implement the signature-creation data14 which meets the requirements laid 
down in Annex III.” An appropriate smart card can be one example of an SSD.


The notion of a qualified certificate has been defined in Annex I of the Directive with  
stringent requirements on CSPs, as listed in Annex II of the Directive, to further enhance  
the trustworthiness of digital certificates. 


The adoption of qualified electronic signatures does not require their use in every situation in 
which, up to now, the use of handwritten signatures was obligatory. Either the law explicitly 
defines the type of electronic signature required in a particular context or the law merely 
requires a document to be “signed.” In this latter case, a qualified electronic signature must be 
considered to have the same value as a handwritten signature. This principle is valid in every 
Member State of the European Union—meaning that a qualified electronic signature created in 
any Member State will have authority equivalent to a handwritten signature in every other one.


Open standards support electronic signature workflows
A document created and signed in one Member State must be able to be checked for validity in 
another Member State, without the parties involved being required to have advanced degrees in 
computer science or be experts in international law. The proper level of interoperability can be 
established by publishing and adopting open standards that define the technical steps that must 
be taken by the software and the agencies involved (for example, CSPs). It is also necessary, in 
those cases not clearly covered in the Directive, to map the signature technology to existing laws. 


The previous section described the high-level framework established by the Directive. However, 
that framework is purposely vague with regards to details recommending any particular 
technology to be used for electronic signatures. Efforts have been made to more clearly define 
activities, services, and items that are direct consequences of the Directive’s adoption, including: 


•	The definition of qualified cryptographic certificates


•	What it takes for a smart card or token to become an SSCD


•	The requirements that CSPs must meet


9	 For a good general introduction to PKI, visit the Wikipedia website: http://en.wikipedia.org/wiki/Public_key_infrastructure.


10	See RFC 5280: www.ietf.org/rfc/rfc5280.txt.


11	Legal term for public key; for example, the cryptographic material used by a verifier to validate a certain person’s signature.


12	“Person” is interpreted according to national laws. This may cover not only natural persons but also legal persons. Technically, digital certificates can 
also be issued to subjects such as machines, applications, and so on.


13	As basic PKI technology may not be inherently sufficient to help ensure such compliance in mid or long term, this can be achieved, for example, by 
use of trusted time-stamping facilities.


14	Legal term for private key; for example, the cryptographic material used by a signatory to accompany a signature on data.
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•	How certificates are revoked


•	How lists of CSPs and their qualified certificates that have been officially supervised/accredited 
by a government authority (Trust Status Lists) can be communicated across borders


•	How to represent a digital signature as a data structure tied to the data or document  
being signed


Much of these technical details have been spelled out or described in open standards such as 
those produced by the Internet Engineering Task Force (IETF), International Standards 
Organization (ISO), ETSI, the European Committee for Standardization (ECS), and other 
recognized standards organizations. For example, see Public-Key Infrastructure (X.509)  
(pkix)15 for a summary of many of these standards. By approving the use of these standards, 
synchronization among Member States can be established. 


In order to promote cross-border interoperability, it’s important that signers and recipients of 
signed documents know ahead of time that others will be able to understand and “consume” 
those signed documents. The next section goes into more detail on the open standards governing 
the structure and representation of digital signatures. It also addresses which of these standards 
is most appropriate for use in different workflows.


Technical standards for digital signatures
As a result of the Directive, ETSI formed an Electronic Signatures and Infrastructures (ESI) 
technical committee to construct standards for digital signature data structures that meet 
European requirements for AdES and QES. This has resulted in the development of CAdES16 and 
XAdES,17 both of which are widely recognized within the EU. For the last year these experts have 
turned their attention to PAdES18 as explained in more detail in the following sections.


Long-term validity
A major concern while developing all three standards (CAdES, XAdES, and PAdES) has been the 
ability to validate signatures many years after the signing took place—a concept known as 
long-term validation (LTV).


Assuming a document has been or can be validated just after it has been signed, we can then 
gather all the information that was needed to do that validation and archive it together with the 
document or signature. Then, 50 or 100 years later, the same validation process can be repeated 
on the same data confirming that the signature was valid at the time it was signed. 


Consideration for the weakening of cryptographic methods over time is also taken into  
account provided that, from time to time, additional timestamps using the most modern 
cryptography are applied to the archived documents/signatures. These LTV technologies  
resolve the two major obstacles to archiving signed material: loss of the key information to do 
the validation and weakening of the encryption methods due to advances in hardware and 
mathematical techniques.


CAdES
CAdES is built around the Cryptographic Message Syntax (CMS),19 a basic building block for 
digital signatures based on standard public key infrastructure (PKI) principles. CAdES adds to 
CMS an infrastructure for a set of increasingly ambitious standards for digital signatures that 
can be applied to any kind of digital data. Basic signing capabilities are defined by CAdES-BES  
 


15	For more details about Public-Key Infrastructure (X.509) (pkix), visit www.ietf.org/dyn/wg/charter/pkix-charter.html.


16	To obtain the standard from ETSI, visit http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=28069.


17	To obtain the standard from ETSI, visit http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=28064.


18	PAdES is a five-part standard; each of these standards may be obtained from ETSI:
Part 1 : http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=31003
Part 2 : http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=31004
Part 3 : http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=31005
Part 4 : http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=31007
Part 5 : http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=31008


19	CMS is defined in RFC 2630: www.ietf.org/rfc/rfc2630.txt.


4



http://www.ietf.org/dyn/wg/charter/pkix-charter.html

http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=28069

http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=28064

http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=31003

http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=31004

http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=31005

http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=31007

http://webapp.etsi.org/workprogram/Report_WorkItem.asp?WKI_ID=31008

http://www.ietf.org/rfc/rfc2630.txt





(Basic Electronic Signatures) and CAdES-EPES (Explicit Policy Electronic Signatures). The most 
advanced forms of CAdES support LTV of signatures. 


CAdES as a technology has been incorporated into many products and is in use within the EU. 
No ubiquitous software employs CAdES yet, but it has been instrumental in many special 
applications. For those developing applications involving electronic signatures, CAdES  
defines how their signature-processing component, which will use the established signature 
infrastructure, should work, but does not define a standardized way in which the signature 
information should be carried inside, around, or alongside the document itself.


XAdES
XAdES is built around the XML Digital Signatures (XML-DSIG)20 standard for digital signatures 
represented in XML. (Note that these signatures can be applied to any kind of data, not just XML 
data.) Like CAdES, XAdES-BES defines Basic Electronic Signatures and XAdES-EPES defines 
Explicit Policy Electronic Signatures. XAdES also adds the same LTVchecking to XML-DSIG as 
CAdES does to CMS.


XAdES as a technology has been incorporated into many products and is in use within the EU. 
Similarly to CAdES, no ubiquitous software employs XAdES yet, but it has been instrumental in 
many special applications. For those developing applications involving electronic signatures that 
require XML, XAdES defines how their signature-processing component, which will use the 
established signature infrastructure, should work.


PAdES
PAdES articulates the same capabilities featured in CAdES and XAdES for PDF. PDF has 
supported digital signatures based upon PKCS#7,21 a precursor to CMS, for more than 10 years 
and this support is defined in ISO 32000-1 (PDF 1.7). PAdES differs from CAdES and XAdES in 
that it applies only to PDF documents and defines requirements that PDF viewing and editing 
software must follow when using digital signatures in PDF documents. As the standard for 
viewable documents, PDF also defines how a signature can be displayed as it might with an 
ink-on-paper signature at a particular position on a particular page, and how digital signatures 
can be integrated with the form-filling features of PDF. This is a key factor that distinguishes it  
from CAdES and XAdES, which are more suited for applications that may not involve  
human-readable documents.


PAdES should be of interest to those establishing document workflows. Using PAdES may not 
involve the detailed development or customization of application software because it can be 
deployed by making use of widely available PDF software—for example, the free Adobe® Reader.®  


Recently, ETSI/ESI, the same group that developed CAdES and XAdES, has teamed up with PDF 
experts to review where ISO 32000-1 stands with respect to the Directive and the signature 
technologies of CAdES and XAdES. The result is a new five-part ETSI standard, PDF Advanced 
Electronic Signature Profiles—TS 102 778, approved in June 2009 and broken down as follows:


•	 Part 1: PAdES Overview—a framework document for PAdES


•	 Part 2: PAdES Basic—Profile based on ISO 32000-1


•	 Part 3: PAdES Enhanced—PAdES-BES and PAdES-EPES Profiles


•	 Part 4: PAdES Long Term—PAdES-LTV Profile


•	 Part 5: PAdES for XML Content—Profiles for XAdES signatures of XML content in PDF files


Part 2 describes how to use ISO 32000-1 (the current PDF) for AdES and QES today. ISO 32000-1 
offers many choices for digital signatures. This section weaves a path through those choices in a 
manner that satisfies basic AdES requirements. It should also be noted that it is possible to use 
the current version of Adobe Reader, or any other software that fully supports ISO 32000-1, to 


20	For more details about XML Digital Signatures, visit www.w3.org/TR/2009/WD-xmldsig-core1-20090730.


21	For more details about PKS#7, visit www.rsa.com/rsalabs/node.asp?id=2129.
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validate signatures created with these choices. PDF signing software also exists that can be 
configured to produce PAdES Part 2 signatures for existing PDF files. 


Part 3 brings PDF to the level of CAdES-BES and CAdES-EPES. This version can be thought of 
as using basic CAdES within PDF files.


Part 4 provides the same LTV features defined for CAdES and XAdES in PDF.


Part 5 describes how to update the existing usage of XML-DSIG that is already supported within 
ISO 32000-1 for fillable forms data (and in some cases the form descriptions as well) to use 
XAdES to obtain the additional LTV features. This enables existing XML workflows using PDF 
to gather and display XML data, to use XAdES.


The new PDF features defined for Parts 3 through 5 call for extensions to the existing PDF 
standard, and will be submitted to the ISO 32000 committee to consider including in the next 
release of PDF, ISO 32000-2, expected to be published in late 2011 or early 2012. As such, updates 
to existing PDF software will be needed to support the new profiles spelled out in Parts 3 
through 5. The profile information needed to make the proper choice among the many available 
capabilities in PDF will remain defined by the TS 102 778 ETSI standard.


CAdES, XAdES, and PAdES in use
The biggest difference between PAdES, CAdES, and XAdES is that PAdES defines how software 
that processes digital signatures in PDF documents should operate—whereas both CAdES and 
XAdES define technology to be used in developing any kind of application that needs to process 
electronic signatures in a standard manner. Various document workflows employing digital 
signatures are supported by standard off-the-shelf PDF software. The following sections discuss 
CAdES and XAdES signed data and PAdES support for PDF.


CAdES and XAdES signed data
There are two typical methods for keeping the digital signature together with the original data 
that is being signed. One is to define a place within the digital signature data format to hold  
the original data. The other is to make use of some “packaging” format into which both the 
electronic signature and the original data are placed, side by side. Both of these methods are 
possible with CAdES and XAdES, and both present a mixed blessing. When using CAdES or 
XAdES, the original data can be of any kind, including a PDF document, and the signature 
creation and checking can be done independently from the software that processes the original 
data. However, it does mean that the original data needs to be “unpackaged,” either from the 
signature format or from the package format, in order to make it available to normal processing. 
It also means that two applications have to be dealt with, the software that processes the original 
data and the signing software that understands the signature and/or packaging format. If any 
visible representation of the signature is to be presented to users, it will be done by the signing 
software and generally out of the context of the original data/processing software. (If a PDF 
document is signed in this way, no visible signature presentation will be shown as part of 
displaying the PDF contents. Any signature presentation will be displayed by the CAdES or 
XAdES software outside the context of the PDF document.)


It is also possible to extend the software that processes the original data to also process the 
digital signature and packaging. This is a specialization that the authors of the original software 
have to decide to support for their data format. Figure 1 shows a comparison of PAdES, CAdES, 
and XAdES.
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Figure 1. Comparison of PAdES, CAdES, and XAdES


PDF and PAdES
PDF provides an electronic analogue to paper as well as allowing for richer digital content to be 
stored and presented to the user. This accounts for the popularity of PDF and its widespread use 
as organizations move to electronic forms of information distribution and commerce. For 
centuries, commerce has recorded its transactions as paper documents. Wax seals and various 
forms of signatures have been applied to those paper documents as evidence of agreement by 
individuals or organizations represented by those individuals or as evidence that the document 
actually originated with the designated author. The transition from paper to PDF is eased by 
PDF’s ability to electronically represent nearly any form of paper document and by its support 
for PKI-based digital signatures (PAdES) that provide the same function, or more, as ink 
signatures and wax seals.


With PDF, the signature data is incorporated directly within the signed document, much  
as an ink signature becomes an integral part of a paper document. This allows the complete 
self-contained PDF file to be copied, stored, and distributed as a simple electronic file.


Signing PDF documents has broad application for the following reasons:


•	 PDF is used in much the same way as paper documents, to record many different types of 
transactions, enabling it to support a comprehensive range of signing needs.


•	 PDF provides a visual representation of multipage documents. Signatures in PDF support both 
pre-allotting locations within the document where the particular signing is to take place and 
providing a visual appearance of the signature at that location. Multiple signatures within 
documents are also supported, complete with visual appearances.


•	 Transactions that involve adding information to a document, such as a date, a printed version 
of the signature or making checkbox choices, are possible using signatures with the PDF 
fillable form features.


•	A signatory needs assurance that the blank form to be filled-in and signed is authentic. With 
PDF, the creator of the document can protect against damage or tampering by applying a 
special kind of signature, a “certifying signature.” Subsequent form filling and signing can be 
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completed, without impacting the ability to check that the original document has not been 
tampered with. 


•	 PDF can be used as the packaging mechanism for holding other documents by making them 
attachments to a parent PDF document, similar to attaching files to e-mail messages. A 
signature on the parent PDF file will make it possible to detect changes to any attachments 
contained within the PDF file. And the parent document can provide metadata about the 
document or data being signed.


•	 Software from many different vendors, as well as from numerous open source organizations, is 
available for creating, signing, and validating PDF digital signatures. Free Adobe Reader is 
ubiquitously available.


Today, end-to-end electronic workflows involving signed documents are implemented worldwide 
based on PDF and PDF digital signatures. PDF is an international standard (ISO 32000-1) and is 
supported by thousands of applications provided by hundreds of suppliers.


Figure 2 shows how PAdES can be deployed in a typical workflow: completing, submitting, and 
processing an expense form. A PDF form is completed by the employee and requires the digital 
signatures of both the employee and supervisor. It is then submitted to the corporation via its 
website where the form data can be extracted into an XML file and/or submitted to the proper 
database for normal processing and reimbursement. Using LTV, an additional document 
archiving step may also be added.


Figure 2. Sample signature workflow using PAdES digital signatures


Digital signature technical standards and trust
The digital signatures produced by CAdES, XAdES, and PAdES rely on PKI, as does any AdES 
today. The established PKI standards support two basic requirements: establishing the identity of 
the signer while binding it with the signer’s cryptographic material and helping to ensure that 
the object signed cannot be changed without detection. 


However, there is a third aspect of digital signatures that is only now being addressed by 
standards—establishing trust in the credential, and in turn the signature itself. How  
you go about establishing that the owner of a digital certificate and the creator of a signature  
is who he or she says they are is not an easy task. Much like the paper world, a structure  
needs to be set up to define how to establish that trust and at what level, for various workflows 
and relationships.
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Organizations can, and have, created bilateral and multilateral trust relationships wherein each 
other’s digital signatures and certificates will be trusted. Yet this does not provide a framework 
for broader, general use of digital signatures by disparate populations of users. Industry has 
reacted to this lack of trust and created infrastructures through which trust can be leveraged. 
Operating systems and browsers have answered the need for protected websites, software,  
and electronic commerce with trusted certificate stores: lists of trusted “root” certificates that 
meet particular requirements set by the vendor (for example, the Windows® Certificate Store22) 
or by industry (for example, Secure Socket Layer (SSL) or Extended Validation (EV) SSL23). 
Any certificate that is related (chained) to one of these root certificates will be trusted,  
provided that the security level of the certificate is deemed sufficient to be accepted by the 
particular application.


There are now a large number of CSPs issuing certificates and some have become well established 
as trusted anchors (also called “trusted roots”) in hierarchical PKIs—in other words, a CSP 
commonly recognized by both parties in the mutual trust relationship between a signer and a 
validator. One technical point that is important to understand is that the trusted anchors cannot 
be part of the signatures or the object being signed. They are the trust link between signer and 
validator and are certifying the signer’s identity in digital certificates linked to the signer’s 
signatures. Hence, the person validating a signature must establish to their own satisfaction 
which CSPs they trust. Provided the signer and the validator have at least one trust anchor in 
common, their mutual trust relationship is established.


When it comes to digital signatures on documents, the question of trust is paramount. The 
certificates issued by CSPs are only as trustworthy as the procedures used by the CSP to 
thoroughly check the identity of those applying for certificates and the care with which they 
protect the private keys being issued. There is little utility in saving costs by moving to  
electronically signed documents if you cannot trust those signatures. While existing certificate 
stores can be used to provide some kind of trust to these signatures, to date, only Adobe has 
created mechanisms built into its software that provide a consistent level of assurance and 
broader scope of impact. Starting with technical requirements that are more comprehensive and 
stringent than most alternate certificate store systems, Adobe’s Certified Document Services 
(CDS)24 and recently launched (July 2009) Adobe Approved Trust List (AATL)25 programs extend 
trust to PDF-based digital signatures across operating systems, regions, and software. 


The CDS program provides trust to signatures created by certificates provided by commercial 
CSPs that chain to the Adobe Root certificate embedded in Adobe products, and also enables 
automatic embedding of LTV information into the document being signed. The AATL program 
downloads a list of trusted certificates to every copy of Adobe Acrobat® and Reader version 9 and 
above software, and can include government root certificates, eID certificates, CSPs issuing 
qualified certificates, and other high-assurance credentials. 


Trust anchors should be trusted for exactly what they were intended and not more. Commercial 
lists of trust anchors found in widespread browsers and applications usually only imply that the 
issuing legal “person” is well known to and/or trusted by these large vendors—but this is 
irrespective of the type of certificate which is issued or used by a signer. Blind trust in such a 
trust anchor will make a validator accept whatever type of certificate such a trust anchor issues, 
from the weakest to the most secure certificate. Additionally, it is not sufficient to trust a trust 
anchor by itself; the type of the certificate must be assessed for compliance with the level of 
security that is required by an application when validating an electronic signature.


Recently, the EC has also been taking a closer look at trust interoperability and cross-border  
use of signatures. Qualified certificates, required to support qualified electronic signatures 
equivalent to handwritten signatures, have been defined in the Directive to maximize  


22	For more about the Windows Certificate Store, visit http://technet.microsoft.com/en-us/library/cc757138%28WS.10%29.aspx.


23	For example, see the offering from GlobalSign: http://www.globalsign.com/ssl/ssl-certificates/ev-ssl/index.htm.


24	For more details about the Adobe CDS program, visit www.adobe.com/security/partners_cds.html.


25	For more details about the AATL program, visit www.adobe.com/security/approved-trust-list.html.
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trustworthiness. They must meet certain formal requirements as listed by Annex I of the 
Directive and must be issued by a CSP that meets a series of security requirements in Annex II of 
the Directive. These latter requirements relate to the financial stability, the quality of the 
personnel, the security measures taken, and other quality controls used by the CSP in question.


CSPs issuing qualified certificates to the public must be supervised by the Member State in which 
they are established (if they are established in a Member State) and may be voluntarily accredited 
in any Member State for compliance with the provisions laid down in the Directive, including 
requirements from Annex I and II. Until now, the Member States’ lists of these CSPs were 
maintained in different ways and not harmonized with regards to the information provided.  
In the context of the Electronic Signature Action Plan26 and the implementation of the 2006 
Services Directive,27 Member States of the EU are expected to agree on a common template for 
their national “Trusted List of supervised/accredited Certification Service Providers,” by which 
information will be provided by each Member State regarding the supervision or accreditation 
status of these CSPs, Trust Services28 and their compliance with the relevant provisions of the 
1999 Directive. 


This common template is compliant with an implementation based on the Trust-service Status 
List (TSL) specifications from ETSI TS 102 231 v3.29 As announced in its Action Plan and in 
order to facilitate the practical usability of the national Trusted Lists, the EC plans to create, 
publish and maintain, on a protected website, a Compiled List of pointers towards Member 
States’ Trusted Lists. Any application that wishes to verify the supervision/accreditation status of 
those CSPs when validating electronic signatures (for example, a QES or an AdES based upon 
qualified certificates), can consult the Commission website and Compiled List.


Standardized Member States’ Trusted Lists will most likely be integrated in widespread  
applications because it is the only way to fully validate via trustworthy references, qualified 
electronic signatures and advanced electronic signatures supported by qualified certificates.  
This is the only method to legally validate protected electronic communications, transactions, 
and commerce within the EU.


26	 See earlier reference to this Action Plan.


27	 Full text of this directive 2006/123/EC can be found at: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:376:0036:0068:EN:PDF.


28	 Listed Trust Services can be provisioning of qualified certificates, provisioning of nonqualified certificates, provisioning of time-stamps, or any other 
trust service token resulting from the provision of certification services ancillary to electronic signatures.


29	 Version 3 has not been published as of this writing. For the latest information, visit http://webapp.etsi.org/workprogram/SimpleSearch/QueryForm.
asp (enter 102 231 in search window).
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Summary
The rush to go paperless has often fallen short of its true potential because manually signing a 
document often brings business critical processes to a halt. Electronic signatures provide 
organizations with the ability to close the loop and create real efficiencies and cost savings.  
Moreover, improved legal, standardization, and trust frameworks are converging to facilitate 
cross border use of electronic signatures.  Combined with standards like PAdES and others that 
can provide long-term authenticity and properly managed trust across national boundaries, 
electronic signatures become not only feasible, but a requirement to remain competitive.


Organizations doing business in the EU that may have hesitated to switch to PDF as a  
replacement for their paper processes must now consider reevaluating these solutions as viable 
and credible alternatives. Not only is PDF a ubiquitous and open document format, PDF 
signatures are nonproprietary, standardized, and now, when used properly, are recognized as an 
AdES format, just like XAdES and CAdES. Today, PDF signatures are available to help make 
organizations more agile and flexible in the face of constantly changing business requirements.
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Adobe® solutions for document security
Secure electronic documents drive efficient online business 
processes and help organizations protect mission-critical data


Adobe LiveCycle ES2 Solution Brief


Expand electronic document use 
with Adobe document security and 
control services
Without proper protection of elec-
tronically maintained information, 
organizations face serious risks to their 
financial performance, intellectual 
property, customer privacy, and more.
Adobe security solutions provide 
greater assurances of document 
confidentiality, authorization, account-
ability, authenticity, integrity, and 
non-repudiation to accelerate the use 
of electronic documents in efficient 
online business processes.


For thousands of businesses and governments, exchanging documents with customers, partners, and 
constituents is crucial to their success. Because these organizations rely on rapid, easy information 
sharing, they are bringing document-based business processes online to improve the quality, efficiency, 
and cost-effectiveness of their operations. But the use of electronic documents must not compromise the 
privacy or authenticity of the information. Organizations must protect document confidentiality at all 
times to comply with tough government regulations and meet customer expectations of privacy. 
Whether it’s a financial statement, medical record, or license approval—accesses, use, and integrity must 
be precisely controlled and monitored.


With Adobe document and information assurance portfolio, organizations can take advantage of the 
convenience and cost savings of online business processes with more secure, reliable electronic 
document exchange. By combining sophisticated solutions for document control, electronic signatures, 
and document certification with the capabilities of leading security vendors, Adobe helps organizations 
maintain the confidentiality, authorization, accountability, authenticity, integrity, and non-repudiation of 
electronic documents throughout their lifecycle.


Hundreds of organizations around the globe are using Adobe security solutions to:


•	 Bring more mission-critical processes online to boost employee productivity and increase customer 
satisfaction


•	 Simplify security measures and reduce the cost of distributing confidential information


•	 Ensure greater compliance with government privacy regulations for electronically  
distributed information


•	 Preserve control over sensitive information, while increasing the flexibility of using  
electronic documents


• Integrate document security with current online workflows and enterprise infrastructure to streamline 
business processes and extend the value of current investments 


Adobe security solution highlights
As organizations accelerate online processing, the Adobe desktop and server-based security solutions 
deliver rights management document control, digital signature, and document certification services that 
simplify the process of protecting sensitive information. Because Adobe solutions are designed to 
dynamically protect electronic documents inside and outside the network, online and offline, you can 
more easily communicate with your customers while significantly reducing the costs for distributing 
confidential information.
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Adobe security solution  
key capabilities
•	Persistent document security
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•	Electronic signatures with ability to 
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•	Digital signatures with ability  
to preserve signatures for  
long-term validation


•	Integration with current document-
based processes
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and content administration 
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•	Platform-independent access  
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Adobe Reader® Adobe 
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Reader® 
Extensions ES2


Adobe 
LiveCycle 
Digital  
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Adobe LiveCycle 
Rights Management 
ES2


Acrobat and Reader 
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Crypto-C Micro 
Edition 2.1.0.3 for 
cryptographic 
operations 


Acrobat and Reader 
9 can operate in 
FIPS mode; they rely 
on the 
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Security’s BSAFE 
Crypto-C Micro 
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mode


Supports FIPS 
operating mode and 
AS-256 encryption  
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electronic signature 
types, including 
signature pads, 
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architecture5


Enable use of other 
electronic signature 
types, including 
signature pads, 
using plug-in 
architecture5


 Apply policies to PDF 
files, Microsoft Office 
documents, and CAD 
document formats, 
including support for 
PTC Pro/ENGINEER 
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1 Includes Adobe Acrobat Professional, and Adobe Acrobat Standard; not all security features are available in all 
products.


2 Requires documents to be rights-enabled with Adobe LiveCycle Reader Extensions.
3 ASSP has a server component for the Roaming ID solution; see http://partners.adobe.com/public/developer/security/


index_security_partners.html.
4 See http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401val2007.htm#865.
5 For more information, visit http://partners.adobe.com/public/developer/security/index_security_partners.html or http://


www.adobe.com/devnet/acrobat/ or http://www.adobe.com/devnet/reader/ikla.html.
6 Encryption and decryption delivered through LiveCycle Foundation.


Desktop and server solutions for persistent security
Unlike most solutions for protecting electronically delivered information, Adobe document 
security provides persistent, end-to-end protection throughout an electronic document’s lifecycle. 
By applying encryption, access rights, user permissions, digital signatures, and certification to an 
Adobe PDF file, the file is subject to the same access controls, even when it travels outside the 
network or is used offline. Adobe desktop solutions can make it easy for every user in your 
organization to protect documents, encouraging them to maintain security best practices. By 
leveraging LiveCycle LaunchPad ES2, desktop users can now easily drag and drop documents to be 
rights protected based on policies delivered directly from IT. The server-based solutions automate 
the application and monitoring of document security on an enterprise-wide basis.
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Document control enhances 
electronic document security and 
privacy
•	More effectively control access with 
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access to previously distributed 
documents
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documents outside of the content 
repository


•	Implement customized document 
control needs with an open API.
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Designed for enterprise business processes
With the ease of integrating Adobe document security solutions into current business processes 
and enterprise infrastructure, you can support a wide range of simple and complex processes. 
Whether e-mailing monthly statements, making tax forms available on citizen portals, sending 
design documents to partners for review, approving loan applications, or preparing financial 
reports, Adobe security solutions allow you to conduct these processes with greater assurances of 
document authenticity, integrity, and confidentiality. And because Adobe security solutions take 
advantage of the worldwide accessibility of Adobe Reader, authorized users on any platform can 
always access protected Adobe PDF files without the cost of installing desktop software.


Increase information confidentiality with strict document control
By applying document control to an Adobe PDF file, unauthorized individuals cannot view and 
modify the file. Access controls remain with the file at all times, so you can distribute electronic 
documents over many communication channel, such as e-mail and the web, with more assurance 
that confidentiality is maintained, even after the document is delivered. 


With Adobe document control you can:


•	 Encrypt documents with a shared password, PKI certificates, or Adobe LiveCycle Rights Manage-
ment. Adobe PDF files are encrypted using industry standards, including RC4 and AES.


•	 Set fine-grained permissions that define exactly what a user can do with an Adobe PDF file to 
prevent unauthorized attempts to view, forward, modify, print, or copy content.


•	 Apply persistent and dynamic rights management policies to sensitive Adobe PDF files and 
Microsoft Office documents.


•	 Help prevent access and use at the enterprise level with dynamic document policies that help 
control the use of online and offline documents inside and outside the firewall as well as restrict 
the amount of time users have access to offline documents.


•	 Integrate Adobe document control with current user administration and content management 
systems for a cost-effective, centralized solution. Use LDAP implementations to authenticate 
recipients. Maintain policies assigned to documents in content management systems wherever 
the document travels to ensure that appropriate versions are used after publication and outside 
the network.


•	 Audit each recipient’s use of a protected document and know whenever a document has been 
viewed, printed, copied, modified, and more.


•	 Meet specialized document exchange requirements and quickly customize Adobe PDF document 
security with an open and extensible API.


Move more mission-critical business processes online with electronically 
signed documents
For organizations that want to accelerate their use of electronic documents, electronic signatures 
are essential to validate the identity of the sender and ensure no unauthorized users have 
tampered with a document after it was signed.


Adobe has established partnerships with leading security vendors to provide quick, convenient 
ways to apply a variety of electronic signatures to Adobe PDF files, depending on the specific 
application or process. In addition, Adobe has extended the value of digital signatures with 
document certification, which allows authors to specify and prevent changes to content using 
certifying signatures.


With these capabilities, you can rely on electronic documents for a wide variety of one-way and 
round-trip business tasks. For example, use digitally signed Adobe PDF documents to deliver 
earnings reports or benefits statements outside the network to have the information arrive as it 
was released. Using certified documents, you can monitor document integrity throughout complex 
online processes that require multiple participants and signatures, such as prospectus preparation, 
loan rate setting, human resources processes, and claims approvals.
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Digital signatures supply document 
integrity and authenticity
•	Apply author and recipient digital 
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With Adobe solutions for digital signatures, you can:


• 	Allow authors and recipients to digitally sign Adobe PDF files. Authors use Adobe Acrobat to 
create signature fields and sign documents. Recipients can use Adobe Reader to apply signatures 
to Adobe PDF files that have been rights-enabled via Adobe LiveCycle Reader Extensions ES.


• 	Validate signatures using digital certificates from leading security vendors.*


• 	More effectively control the use and authenticity of electronic documents with certifying 
signatures that specify the changes allowed to a document, such as preventing or limiting 
modifications to form filling and commenting.


• 	Streamline one-way business processes by automatically applying digital signatures to multiple 
Adobe PDF documents in bulk.


• 	Automatically validate inbound digitally signed Adobe PDF documents before they are processed 
by the system.


• 	Integrate with Hardware Security Modules for highly secure cryptographic functions such as 
storing digital certificates.


• 	Enable electronic signature solutions using Adobe Acrobat plug-in architecture, or use the Adobe 
LiveCycle platform to authenticate users and audit activities in document-based approval 
workflows.


• 	Create automatically trusted digital and certification signatures using digital IDs from Adobe CDS 
Providers and Adobe Approved Trust List (AATL) members. 


*	CDS digital IDs are trusted in Adobe Acrobat and Reader 6.0 and above.  
CDS Providers listed here: http://www.adobe.com/security/partners_cds.html.  
AATL digital IDs are trusted in Acrobat and Reader 9.0 and above.  
AATL Members listed here: http://www.adobe.com/security/approved-trust-list.html
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Technical Whitepaper


Purpose 
This white paper is intended to provide the reader with a brief overview of relevant 
document security issues and technologies, as well as to introduce the Adobe suite of document  
security solutions. The white paper also summarizes Adobe implementations for document 
control and digital signatures.


Executive summary
As organizations move more business processes online, protecting the confidentiality and 
privacy of information used during these processes, as well as providing authenticity and 
integrity, are essential. Because many automated processes rely on electronic documents that 
contain sensitive information, organizations must properly protect these documents. Many 
information security solutions attempt to protect electronic documents only at their storage 
location or during transmission. However, these solutions do not provide protection for the 
entire lifecycle of an electronic document. When the document reaches the recipient, the 
protection is lost, and the document can be intentionally or unintentionally forwarded to and 
viewed by unauthorized recipients.


A significantly more effective solution is to protect a document by assigning security parameters 
that travel with it. Six criteria must be met in order to provide more effective protection for an 
electronic document throughout its lifecycle:


1	 Confidentiality


2	 Authorization


3	 Accountability


4	 Integrity


5	 Authenticity


6	 Non-repudiation


The two major security techniques used to establish these six document security criteria are 
document control and digital signatures.


The Adobe suite of security solutions delivers document control and digital signature services that 
simplify the process of protecting sensitive electronic documents and forms. Organizations can 
easily integrate Adobe document security solutions into current business processes and enterprise 
infrastructure to support a wide range of simple and complex processes. Adobe solutions 
dynamically protect electronic documents inside and outside the network, online and offline to 
provide persistent, end-to-end protection throughout an electronic document’s lifecycle.


Table of contents


	 1	 Executive summary


	 2	 Introduction 


	 3	 How to provide persistent 
document security 


	 4	 Document control
		  4	 Confidentiality—encryption  
		  5	 Authorization 
		  6	 Accountability 


	 6	 Digital signatures 
		  6	 Integrity 
		  7	 Authenticity 
		  7	 Non-repudiation 
		  7	 Public key infrastructure


	 8	 Adobe security solutions 
for end-to-end document 
protection


		    9	 Summary of Adobe security 
capabilities 


		    9	 Adobe Acrobat and Adobe 
Reader 


		  10	 Adobe LiveCycle Reader 
Extensions  


		  10	 Adobe LiveCycle Rights 
Management ES


		  11	 Adobe LiveCycle Digital 
Signatures ES


		  12	 Summary of Adobe document 
control implementation 


		  12	 Summary of Adobe digital 
signature implementation


	13	 Partner integrations


	13	 Conclusion


	13	 Appendix: Adobe standards 
and technology


A primer on electronic  
document security
How document control and digital signatures  
protect electronic documents







�A primer on electronic document security


Introduction 
As organizations move more business processes online, protecting the confidentiality and privacy 
of the information used during these processes is essential. Because many automated processes rely 
on electronic documents that contain mission-critical, personal, and sensitive information, 
organizations must make significant investments to properly protect these documents.


There are three main reasons that organizations need to address the security of electronically 
shared documents: 


Regulatory requirements—Many companies are directly or indirectly affected by government 
mandates and regulations for providing consumer privacy. These include: 


•	 Health Insurance Portability and Accountability Act (HIPAA)—Protection for health-related data


•	 Gramm-Leach-Bliley Act—Financial privacy


•	 European Union Directive on Privacy and Electronic Communications


•	 Privacy Acts of Japan and Australia


•	 California SB 1368—Privacy notification


•	 California AB 1950—Protection of customer data


Return on investment (ROI)—Organizations can achieve significant ROI by migrating to 
electronic business processes. Automated workflows allow prospects, customers, partners, and 
suppliers to participate, enabling organizations to reap significant cost savings while improving 
customer satisfaction and loyalty. However, many workflows cannot be automated until 
adequate protections are put in place on the electronically shared information. For instance, how 
can you be sure that the bank statement you received is truly from your bank (authenticity), that 
it has not been altered in transit (integrity), and that it has not been viewed by someone other 
than the intended recipient (confidentiality)?


Information security—Thefts of proprietary information are increasing, which can jeopardize 
revenue, competitive advantage, and customer relationships; generate negative publicity; and 
result in significant penalties and fines for failure to comply with privacy laws.


Many information security solutions attempt to protect electronic documents only at  
their storage location or during transmission. For example, organizations rely on document  
management systems and virtual private networks (VPNs) to protect documents. With this  
approach document security remains a problem because these solutions secure only the  
communication line or storage site; they do not provide protection for the actual content of an 
electronic document throughout its lifecycle. When the document reaches the recipient, the 
protection is lost, and the document can be intentionally or unintentionally forwarded to and 
viewed by unauthorized recipients. Consequently, many organizations are forced to engage in an 
inconsistent combination of online and paper processes in which sensitive documents must still 
be printed and physically delivered to achieve adequate security. As a result, the potential 
benefits of online processing cannot be fully realized.
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How to provide persistent document security  
A significantly more effective solution for protecting an electronic document is to assign security 
parameters that are an integral part of the document itself. The following criteria define 
persistent document security:


Confidentiality—Who should have access to the document? 


Authorization—What permissions does the user have for working with the document?


Accountability—What has the recipient done with the document?


Integrity—How do you know if the document has been altered?


Authenticity—How do you know where the document came from?


Non-repudiation—Can the signatory deny signing the document?


Six key criteria for providing persistent document security


Document control provides confidentiality, authorization, and accountability. The illustration above shows some of the 
document control options available with Adobe LiveCycle™ Policy Server and Adobe® Acrobat® software.


The following sections survey the major technologies used to provide document control and 
digital signatures and identify the technologies Adobe has implemented for its document 
security solutions.


Document control plus digital signatures 
means persistent document security
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Document control
Confidentiality—encryption
Encryption is the process of transforming information (plaintext) into an incomprehensible 
form (ciphertext). Encryption is an effective technique for managing document access. 


Decryption is the reverse process that transforms ciphertext back to the original plaintext.


Cryptography refers to the two processes of encryption and decryption and its implementation 
is referred to as a cryptosystem.


Popular encryption systems use the concept of keys. An encryption key is data that combines 
with an encryption algorithm to create ciphertext from plaintext and recover plaintext from 
ciphertext. Today, security experts widely agree on “Kerckhoff’s” principle as the basis of an 
effective cryptosystem. Kerckhoff’s principle states that the key is the only portion of a 
cryptosystem that must remain secret for the entire system to be secure. If the strength of the 
cryptosystem relies on the fact that an attacker does not know how the algorithm works, then it 
is just a matter of time before it can be reverse-engineered and broken.


Two main types of encryption keys include symmetric and asymmetric.
Symmetric keys
Symmetric key cryptography uses the same key for both encryption and decryption and is very 
fast and diffcult to break with large keys. However, because both parties need the same key for 
effective communication to occur, key distribution becomes an issue. Today, common 
symmetric key encryption algorithms are AES, DES, 3DES, and RC4. Adobe products leverage 
AES (128- and 256-bit) and RC4 (128-bit), as they have evolved into very strong standards.


Asymmetric keys
Asymmetric key cryptography, also called public key cryptography, uses key pairs for encryption 
and decryption. For instance, if the first key encrypts the content, then the second key of the pair 
decrypts the content. Similarly, if the second key is used to encrypt the information, then the 
first key must be used to decrypt the content.


Typically, one key in the pair is labeled as the public key and the other as the private key. An 
individual keeps the private key secret, while the public key is freely distributed to others who 
wish to communicate with the individual. When someone wishes to send the individual a 
confidential message, he or she can encrypt it with the freely available public key and send the 
ciphertext to the individual. Because the individual is the only one who has the private key, he or 
she is the only one who can decrypt the content.


Asymmetric keys help solve the key distribution problem, but the algorithms tend to be slower 
for equivalent strengths. Some common asymmetric algorithms are RSA, DSA, and El Gamal. 
Adobe leverages RSA (512-, 1024-, and 2048-bit) as it has evolved into a global standard.


Hybrid Encryption
Security systems tend to use a hybrid solution to increase the security and speed of encrypting 
documents. One approach is to use asymmetric keys to protect the symmetric keys, and then use 
the symmetric keys for encrypting the information. This technique helps to solve both the key 
distribution challenge of symmetric key cryptography while solving the performance problem of 
asymmetric key cryptography. Adobe Acrobat software leverages hybrid approaches so single 
documents can be protected for multiple recipients, each possessing unique key pairs. The file 
size is not significantly increased during this method because the entire document does not need 
to be encrypted for each person. Instead, the document is encrypted with a single symmetric key 
and that symmetric key is encrypted for each recipient with their respective public key.
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Authorization


In addition to managing who can open a document, organizations gain additional protection 
through authorization. Authorization specifies what a user can do with a document and is 
achieved via permissions and dynamic document control.


•	 Permissions govern a user’s actions while working with a protected document. Permissions 
can specify whether or not a recipient who has access to the document is allowed to print or 
copy content, fill in fields, add comments or annotate the document, insert or remove pages, 
forward the document, access the document offine, digitally sign the document, and so forth.


•	 Dynamic document control maintains access rights and permissions assigned to an electronic 
document once it has been published and distributed. A document’s author can make changes 
to a released document without having to manually redistribute it since the changes are 
automatically pushed to all existing versions of the document no matter where they reside. 
Using dynamic document control, organizations can manage and monitor electronic 
document use inside and outside the firewall, online and offine, and across multiple documents. 


Dynamic document control includes the following capabilities:


•	 Document expiration and revocation—Post-publication document control can  
be maintained through the application of expiration dates and the ability to revoke access to a 
document. For example, an author can send a document that will expire in two weeks so that 
recipients will not be able to access it once the expiration date has passed. Or, access to a 
document can be automatically revoked if an authorized recipient leaves the project or changes 
departments.


•	 Offine access management—Organizations can manage how long an authorized recipient can 
access a document offine. Once the specified length of time has passed, the recipient can no 
longer view the document and must go back online to gain further access. Any access or 
permission changes that the author has made to the distributed document will be applied when 
the recipient goes back online.


•	 Persistent version control—Content and document management systems provide an effective 
mechanism for version control as long as a document stays within the confines of the system. 
Persistent version control expands on these capabilities by maintaining version control outside 
the system and offine. It allows document authors to make changes to a document’s usage 
policies and prevent the obsolete version from being accessed while providing end users with 
the location of the updated version, no matter where the document resides.


Authorization is achieved via permissions and dynamic document control. These are some of the authorization options 
and levels of dynamic document control available with Adobe Acrobat and Adobe LiveCycle™ Policy Server.
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Accountability
Document auditing allows organizations to maintain accountability with regard to the use of 
protected documents, because they can know precisely:


•	 How a recipient has used a document
•	 How often each type of usage occurred
•	 When that usage occurred 


Accountability is achieved when an author can track each recipient’s use of a document for each 
permission assigned (such as allowing a user to fill in fields on a form, print, forward, save a copy, 
and so forth.) Auditing should include automatic notifications about the use of protected 
documents. For example, a customer service representative sends a customer a time-critical 
electronic statement that requires an action on the customer’s part, such as a reply or digital 
signature. Once the customer receives the electronic document, the representative is 
automatically notified when the customer opens it. If the customer fails to open the document, 
the representative is notified after 24 hours. Alternatively, a customer relationship management 
(CRM) system can leverage failure notification to initiate an escalation or specific follow-up task 
by the customer service representative.


Digital signatures 
When enterprises distribute documents electronically, it is often important that recipients can verify:


•	 That the content has not been altered (integrity)
•	 That the document is coming from the actual person who sent it (authenticity)
•	 That an individual who has signed the document cannot deny the signature (non-repudiation) 


Digital signatures address these security requirements by providing greater assurances of  
document integrity, authenticity, and non-repudiation.


Integrity
Digital signatures enable recipients to verify the integrity of an electronic document that is used 
in one-way or round-trip workflows. For example, when a digital signature is applied to a 
quarterly financial statement, recipients have more assurance that the financial information has 
not been altered since it was sent. Methods for maintaining integrity include:


•	 Parity bits or cyclical redundancy checking (CRC) functions—CRC functions work well for 
unintentional modifications, such as wire interference, but they can be circumvented by a 
clever attacker.


•	 One-way hash—A one-way hash creates a fixed-length value, called the hash value or message 
digest for a message of any length. A hash is like a unique fingerprint. With a hash attached to 
the original message, a recipient can determine if the message was altered by recomputing the 
hash and comparing his or her answer to the attached hash. Common hashing algorithms are 
MD5, SHA-1, and SHA-256. Adobe has adopted the SHA-1 and SHA-256 algorithms because of 
their wide acceptance as a security standard.


•	 Message Authentication Codes (MAC)—A MAC prevents an attacker from obtaining the 
original message, modifying it, and attaching a new hash. In this case, a symmetric key is 
connected to the MAC and then hashed (HMAC). Without the key, an attacker cannot forge a 
new message. Adobe uses HMACs where appropriate.


Digital signatures verify 
the integrity of an 
electronic document
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Authenticity 
Digital signatures provide document authenticity by verifying a signer’s digital identity. For 
example, a digitally signed quarterly financial statement allows recipients to verify the identity of 
the sender and assures them that the financial information has not been altered since it was sent.


Digital signatures are created using asymmetric key cryptography. For document encryption, a 
document’s author encrypts a document using a public key. Because the recipient is the only 
person with the private key, he or she is the only one who can decrypt the message. Digital 
signatures reverse the use of public and private keys for document authenticity. The author 
encrypts the hash of the message with a private key. Only the public key can correctly decrypt 
the hash and use it to see if it matches a new hash of the document. Because recipients of the 
document have the author’s public key, they gain greater assurances that the individual who 
signed the document was the person who encrypted the original hash.


The process that constitutes a digital signature is as follows:
•	 A hash is created of the original document.
•	 The digital signature is created, which encrypts the hash with a private key.
•	 The signature is included with the document.


Adobe Acrobat supports multiple digital signatures placed anywhere in the document for proper 
presentation. In fact, Adobe Acrobat tracks all previously “signed” versions within the document 
for easy verification of changes made during the document’s lifecycle. Furthermore, Adobe offers 
a certified signature, which is the first signature on the document.  With a certified signature, 
the author can specify what changes are allowed for integrity purposes. Adobe Acrobat will then 
detect and prevent those modifications.


Digital signatures verifying a signer’s digital identity


Adobe Acrobat tracks all previously signed 
versions within the document for easy 
verification of changes made during the 
document’s lifecycle


Non-repudiation


Non-repudiation is a document security service that prevents the signor of the document from 
denying that they signed the document. Support for this service is often driven by authentication 
and time-stamping capabilities. 


Public key infrastructure (PKI)
Public key infrastructure (PKI) mainly provides a digital certificate that enables a document’s 
recipient to know whether or not a specific public key really belongs to a specific individual. 
Digital certificates bind a person (or entity) to a public key. Certificate authorities (CA) issue 
these certificates and recipients must trust the CA who issued the certificate. X.509 is the widely 
accepted certificate standard that Adobe uses.


If a certificate expires or a private key is compromised, the CA will revoke the certificate and 
record the revocation. As part of the process of authenticating a digital certificate, recipients  
can check the certificate’s status. Certificate validity can be checked using the following 
standard methods: 
•	 Certificate revocation list (CRL) 
•	 Online Certificate Status Protocol (OCSP)
Adobe uses both CRL and OCSP.
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The following additional mechanisms can make up a PKI:


•	 Public-Key Cryptography Standards (PKCS)—A set of standard protocols for PKI used by 
multiple vendors. The standards include RSA encryption, password-based encryption, 
extended certificate syntax, and cryptographic message syntax for secure multipurpose 
Internet mail extensions (S/MIME).


•	 Registration authority—Used to run background checks on individuals who wish to obtain  
a certificate.


•	 Certificate repository—Repositories that house digital certificates.
•	 Key update, backup, recovery, and history—Mechanisms for key maintenance and archiving.
•	 Cross-certification—In the absence of a single global PKI, which is highly unlikely, this 


mechanism allows users from one PKI to validate certificates from users in another trusted PKI.
•	 Time stamping—A critical component of non-repudiation that offers a time stamp from a 


trusted third party.


Adobe has been delivering persistent 
document security solutions for more 
than ten years
In partnership with leading security vendors, 
Adobe has been delivering persistent 
document security solutions for more than 
ten years. Since Adobe Acrobat was 
introduced in 1994, Adobe has enabled 
organizations to more successfully manage 
electronic document use by encrypting 
Adobe PDF files and assigning user access 
permissions. Beginning in 1999, Adobe 
Acrobat 4.0 offered organizations the ability 
to apply digital signatures to Adobe PDF files 
for greater assurance of document 
authenticity, integrity, and non-repudiation.


Adobe security solutions for end-to-end document protection
A significantly more effective solution for protecting an electronic document is to assign security 
parameters that are an integral part of the document itself. This approach differentiates the 
Adobe document security solutions, which enable organizations to more effectively manage the 
use of electronic documents with persistent protection. By applying security parameters to the 
individual document, organizations gain greater assurance in the confidentiality, authenticity, 
and integrity of electronically shared documents in addition to securing the communication line 
or storage location.


As organizations accelerate online processing, Adobe security solutions deliver document 
control and digital signature services that simplify the process of protecting sensitive electronic 
documents and forms. Because Adobe solutions are designed to protect electronic documents 
inside and outside the network, online and offine, organizations can more easily extend the use 
of electronic processes to reduce costs for sharing information and increase customer 
satisfaction and loyalty. It is important to note that security is not an all or nothing proposal. 
Security professionals must practice proper risk mitigation when evaluating solutions for their 
organizations. Adobe helps with this endeavor by offering a wide range of support from solutions 
for simple assurance levels, such as click-wrap agreements, personal identification numbers 
(PINs), and passwords to those requiring stronger assurance levels, such as software PKI, two-
factor authentication with tokens, or three-factor authentication with biometrics.


Adobe document security provides persistent, end-to-end protection throughout an electronic 
document’s lifecycle, including desktop solutions that make it easy for every user in an 
organization to protect documents and server-based solutions that automate the application and 
monitoring of document protection on an enterprise-wide basis. Whether e-mailing monthly 


Digital signatures address security requirements by providing greater assurances of document integrity, authenticity, 
and non-repudiation.
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statements, making tax forms available on citizen portals, sending design documents to  
partners for review, approving loan applications, or preparing financial reports, Adobe helps 
organizations conduct these processes with greater assurance of document confidentiality, 
integrity, authenticity, non-repudiation, and accountability. 


Summary of Adobe security capabilities


Adobe Acrobat  
Family*


Adobe Reader® Adobe LiveCycle 
Reader Extensions  


ES


Adobe LiveCycle 
Digital Signatures  


ES


Adobe LiveCycle 
Rights Management 


ES


Quickly create secure 
documentsfrom native 
applications 


Use the free, cross-
platform solution to 
view and interact with 
protected documents


Easily share protected  
interactive Adobe PDF  
documents with 
external parties


Automate the process 
of encrypting and 
digitally signing 
thousands of 
electronic documents


Dynamically apply 
document usage rights 
to manage use online, 
offline, inside the 
network, and outside 
the network


Encrypt/decrypt 
documents using 
shared passwords, PKI, 
and Adobe LiveCycle 
Policy Server software


Validate recipient’s 
digital signatures


Activate additional 
functionality in the 
free Adobe Reader 
to enable offine form 
filling and digital 
signatures


Encrypt/decrypt 
documents using 
shared passwords 
and PKI


Manage printing, 
content copying, form 
filling, digital signature 
use, screen reader 
access, review and 
comment use, page 
insertion, deletion, and 
rotation 


Apply and validate 
recipient’s digital 
signatures 


Verify author-certified 
documents


Automatically apply 
digital signatures


Manage online and 
offine access


Create and verify 
author-certified 
documents


Apply recipient digital 
signatures†


Automatically verify 
digital signatures


Includes server and 
client extensions for 
PDF, Word, and Excel


Manage printing, 
content copying, form 
filling, digital signature 
use, screen reader 
access, review and 
comment use, page 
insertion, deletion, and 
rotation


Support for Microsoft 
CryptoAPI on Windows


 Create and verify 
author-certified 
documents


Revoke access after 
distribution


Support for Microsoft 
CryptoAPI (MSCAPI) 
on the Microsoft® 
Windows® operating 
system


Decrypt documents 
using shared 
passwords, PKI, and 
Adobe LiveCycle 
Rights Management ES  
software


Support for Hardware  
Security Modules 
(HSMs) using PKCS#11


Establish time controls 
for access


Pre-built support for 
VeriSign credentials in 
Adobe Reader


Audit user actions


Support for FIPS mode Leverage existing 
authentication 
infrastructure 
(Lightweight 
Directory Access 
Protocol [LDAP]/
Active Directory) for 
document control


*	 Includes Adobe Acrobat Professional, Adobe Acrobat Standard, and Adobe Acrobat Elements. Not all security features are available in all 
products.


†	Requires documents to be rights-enabled with Adobe LiveCycle Reader Extensions ES.


 
Adobe Acrobat and Adobe Reader
Document authors can use Adobe Acrobat software to create Adobe PDF documents, and apply 
encryption, permissions, and digital signatures to Adobe PDF files. The ease and convenience of 
assigning security parameters to electronic documents via Adobe Acrobat encourages users to 
keep information private and confidential.


Protected Adobe PDF documents can be viewed using free Adobe Reader software. With more 
than 700 million copies distributed worldwide, Adobe Reader provides multi-platform access to 
Adobe PDF files, enabling organizations to share secured documents with users outside the 
firewall and on a wide variety of client computers. Adobe Reader users can view protected 
documents, validate digital signatures, and verify document certification. In addition, when 
documents are rights-enabled via Adobe LiveCycle Reader Extensions ES, Adobe Reader users 
can digitally sign Adobe PDF files.


Document control and digital signature 
capabilities are built into the Adobe Acrobat 
interface, making it easy for users to add 
security parameters to documents
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Adobe PDF, the Portable Document Format, is a general document representation language that 
has been in use for document exchange on the Internet since 1993. RFC 3778 provides updated 
information on the registration of the MIME Media Type “application/pdf,” with particular 
focus on the features that help to mitigate security concerns.


Adobe LiveCycle Reader Extensions ES 
Adobe LiveCycle Reader Extensions ES enables organizations to extend the use of automated 
business processes to participants who are outside the network and using disparate client 
technologies. Using Adobe LiveCycle Reader Extensions ES, organizations embed usage rights in 
Adobe PDF files that will activate functionality within Adobe Reader software. This hidden 
functionality is automatically activated when the Adobe Reader user launches a rights-enabled 
Adobe PDF document. When the user is finished working with the document, those functions 
are once again disabled until the user receives another rights-enabled PDF file.


Rights-enabled Adobe PDF files allow users of Adobe Reader to save the file to a local hard drive, 
fill it out, add comments and mark up content, share it with others, and submit a completed 
document electronically. In addition, Adobe PDF files can be rights enabled to allow users to 
digitally sign, certify, and authenticate a document. As a result, organizations can easily include 
Adobe Reader users in simple and complex business processes that provide greater  
assurance of document authenticity and confidentiality for users outside the network.


Adobe LiveCycle Rights Management ES
Adobe LiveCycle Rights Management software is a document control solution that addresses the 
challenges of managing access to and use of electronic documents on an enterprise-wide basis. 
Adobe LiveCycle Rights Management software offers a platform-independent solution for 
dynamic, persistent, and robust document policy management. Adobe LiveCycle Rights 
Management software manages three aspects of document security—confidentiality, 
authorization, and accountability.


Adobe LiveCycle Rights Management ES provides a solution for assigning and managing access rights 
and user permissions


1 2 3 4


Author Manage View 
1. Create �les 


 in native 
 applications


2. Create Adobe PDF 
 from native �le


3. Add protection 
with Adobe 
LiveCycle Rights 
Mangement ES


4. Authenticate & 
authorize for 
public viewing 
using Adobe 
Reader and 
Adobe Acrobat


Adobe® 
LiveCycle™ 


Rights 
Management ES


Adobe LiveCycle Rights Mangement ES capabilities include the following:


•	 Persistent access management—Adobe LiveCycle Rights Management ES provides all of the 
persistent document control features available with Adobe Acrobat. Security policies 
established on the server can include access rights and user permissions. Document authors 
simply select the appropriate policy stored on the server to be applied to an Adobe PDF 
document.


•	 Dynamic security policy management—Adobe LiveCycle Rights Management ES provides 
dynamic policy management so that organizations can manage document access and use after 
an Adobe PDF file has been published and distributed. Authors can update a security policy 
stored on the server to change any of the user permissions, add recipients, expire documents, 


With more than 700 million copies distributed 
worldwide, Adobe Reader software provides 
cross-platform access to Adobe PDF files, 
enabling organizations to share protected 
documents with users outside the firewall and 
on a wide variety of client computers


Adobe LiveCycle Rights Management ES offers  
a multi-platform solution for dynamic,  
persistent, and robust document  
policy management
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revoke previous recipients’ access rights, and so forth. When a document recipient is offline, 
any changes are automatically applied to the document when the recipient contacts Adobe 
LiveCycle Rights Mangement ES again.


•	 Network independence—Whether used online or offline, inside or outside the network,  
the security policy applied to an Adobe PDF file remains.


•	 Document auditing—Authors can easily monitor use of protected Adobe PDF documents with 
Adobe LiveCycle Rights Management ES auditing capabilities. For each user permission 
assigned to a document, Adobe LiveCycle Rights Management ES software provides a detailed 
audit trail that keeps track of what each recipient did with the document, when, and how often.


•	 Enterprise integration—Adobe LiveCycle Rights Management ES software can be integrated 
with current user administration and content management technologies for cost-efficient, 
centralized document control administration. It can access existing LDAP and Active 
Directory implementations to check recipients’ credentials, and it can maintain a security 
policy assigned to a document in a content management system and wherever the document 
travels.


•	 Integration with Adobe LiveCycle products—Adobe LiveCycle Rights Management ES 
software provides an Adobe Document Service that can be used by other Adobe LiveCycle ES 
server products to facilitate automated workflows. Organizations can expand use of cost-
effective automated business processes with greater assurances that documents are more 
effectively protected and regulatory requirements for maintaining information privacy can be 
met.


•	 Integration with Adobe Acrobat and Adobe Reader—Authoring and viewing protected 
documents is simple and convenient. Authors can assign document control policies to 
documents with the same controls they use to create Adobe PDF files from popular 
applications such as Microsoft Word. Recipients can access Adobe LiveCycle Rights 
Management ES–controlled PDF files with the Adobe Reader Mac OS, Microsoft Windows,  
or Linux® client platforms.


Adobe LiveCycle Digital Signatures ES
Adobe LiveCycle Digital Signatures ES software enables organizations to bring more paper-based 
processes online by providing digital signature and encryption capabilities in a server 
environment, thus eliminating the need to manually open each file and add or verify digital 
signatures. With Adobe LiveCycle Digital Signatures ES, organizations can effciently integrate 
protected electronic documents with core systems and existing workflows. Adobe LiveCycle 
Digital Signatures ES software automates the processes of:


•	 Digitally signing and certifying Adobe PDF files
•	 Validating digital signatures applied to Adobe PDF files
•	 Encrypting and decrypting Adobe PDF files
•	 Integrating with a Hardware Security Module for added security capabilities and performance


Enterprises can process Adobe PDF documents with digital signatures from third-party vendors 
to enable large volumes of certified documents in batch (or bulk) on the server. Before a 
transaction is processed, Adobe LiveCycle Digital Signatures ES software opens the document 
and validates it based on signature status. This validation includes determining whether or not a 
document has been altered and whether or not it was really approved by the person who signed it. 
Since Adobe LiveCycle Digital Signatures ES software can validate any Adobe PDF file regardless 
of its use inside or outside the network, it enables organizations to extend automated processes 
beyond the firewall to include customers, partners, and constituents while meeting corporate 
and government regulations for protecting the privacy of electronic information.


For organizations that have deployed a PKI, Adobe LiveCycle Digital Signatures ES software 
provides encryption and decryption capabilities. Documents that are automatically generated 
can be automatically encrypted for distribution and encrypted documents that are submitted to 
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Adobe LiveCycle Digital Signatures ES can be automatically decrypted. These capabilities allow 
enterprises to leverage existing technology investments in PKI and smart card solutions to 
provide enhanced document protection. In addition, Adobe LiveCycle Digital Signatures ES 
software is the only solution that provides bulk digital signature capabilities for Adobe PDF files 
using HSMs.


Summary of Adobe document control implementation
The following table summarizes the Adobe document control capabilities and the technologies used:


Control Type Control Mechanism Technologies


Encryption Symmetric algorithm AES (128- and 256-bit)


RC4 (128-bit)


3DES


Asymmetric algorithm RSA (up to 2048-bit)


Authorization Document permissions 
(modifications and use)


No changes allowed


Any changes except extracting pages


Fill in form fields 


Comment and annotate 


Digitally sign


Insert, delete, and rotate pages


Copy text, images, and other content


Enable text access for screen reader devices for the visually impaired


No printing allowed


Low-resolution printing only (150 dpi)


High-resolution printing


Dynamic document 
control


Modify permissions after publication and distribution


Expire and revoke distributed documents


Manage offline access


Enforce content management system security policies outside system


Accountability Auditing Know how recipient has used document


Know when usage occurred


Know how often usage occurred


 
Summary of Adobe digital signature implemention
The following table summarizes the Adobe digital signature capabilities and the technologies 
used in their implementation:


Control Type Control Mechanism Technologies


Integrity One-way hash SHA-1 and SHA-256 algorithms 


MD5 


MAC/HMAC HMAC support with symmetric keys and SHA-1


Authenticity Digital signatures May be applied to any Adobe PDF document


Partnerships with leading digital signature vendors


PKCS #1, #7, #11, and #12 


RSA (512-, 1024-, and 2048-bit)


DSA


Long-term signature validation support


Seed values (enforcement of certificate usage criteria)


eXtensible Markup Language (XML) signatures


MSCAPI support


Certificate validity check Certificate revocation list


Online Certificate Status Protocol (future)


Nation Institute of Standards and Technology (NIST) Public Key 
Interoperability Test Suite (PKITS)


MSCAPI support


Non-repudiation Supported with authentication 
and time-stamping


Adobe follows RFC 3161
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Partner integrations
Adobe has partnered with leading global organizations to help provide an effective document 
security environment. Whether digital signatures requiring certificates, certificate authorities, 
smart cards, HSMs, or dynamic document control requiring authentication via LDAP providers, 
databases, or integration services, Adobe and its partners can solve specific business needs that 
require secure solutions. For more information about Adobe security partners, please visit: 
http://partners.adobe.com/security.


Conclusion
The use of sensitive and mission-critical information in electronic processes is essential  
for thousands of businesses and government agencies. Adobe security solutions leverage 
standards-based techniques for document control and digital signatures to provide effective 
solutions that enhance the privacy and confidentiality of electronic documents and forms.


With a comprehensive set of desktop- and server-based solutions, Adobe offers convenient, easy-
to-use document security capabilities that encourage users to keep information private and help 
organizations meet the strictest regulations for sharing information electronically. Adobe 
security solutions enable organizations to replace paper-based business processes with electronic 
processes to reap the benefits of improved operational effciency, reduced costs, and increased 
customer and constituent satisfaction.


Appendix: Adobe standards and technology
AES—Advanced Encryption Standard is an encryption algorithm used by U.S. government 
agencies for securing sensitive but unclassified material.


Authentication Token—A small hardware device that the owner carries to authorize access to a 
network service. The device may be in the form of a smart card or may be embedded in a 
commonly used object such as a key fob. Security tokens provide an extra level of assurance 
through a method known as two-factor authentication. The user has a personal identification 
number that authorizes him or her as the owner of that particular device; the device then  
displays a number which uniquely identifies the user to the service, allowing the user to log in. 
The identification number for each user is changed frequently, usually every five minutes or so.


CA—A certificate authority is an authority in a network that issues and manages security  
credentials and PKI for message encryption and digital signatures. As part of a PKI, a CA checks 
with a registration authority (RA) to verify information provided by the requestor of a  
digital certificate. If the RA verifies the requestor’s information, the CA can then issue a certificate.


CAPI/MSCAPI—Common Application Programming Interface is an international standard 
interface that applications can use to communicate directly with ISDN equipment. Using CAPI, 
an application program can be written to initiate and terminate phone calls in computers equipped 
for ISDN. MSCAPI is the Microsoft implementation.


Certificate (X.509)—A common certificate format used in PKI systems.


CP/CPS—A certificate policy and certification practice statement explain the practices  
employed by a CA to provide certification services including issuing, managing, revoking,  
and renewing certificates.


CRL (RFC 3280)—Certificate revocation list is one of two common methods (OCSP is the other) 
when using a PKI for maintaining access to servers in a network.


CSP—Cryptographic Service Provider 


FIPS—Federal Information Processing Standards are a set of standards that describe document 
processing, provide standard algorithms for searching, and provide other information processing 
standards for use within government agencies.


Kerberos—Kerberos is a secure method for authenticating a request for a service in a computer 
network. Kerberos lets a user request an encrypted “ticket” from an authentication process that 
can then be used to request a particular service from a server. The user’s password does not have 
to pass through the network.



http://partners.adobe.com/security





LDAP—Lightweight Directory Access Protocol is a software protocol for enabling anyone to 
locate organizations, individuals, and other resources, such as files and devices, in a public or 
corporate network.


MAC/HMAC—A MAC provides a digital fingerprint of a file by means of a hash. In this case, a 
symmetric key is concatenated to the message and then hashed (HMAC). Without the key, an 
attacker cannot forge a new message.


MD5—An algorithm used to verify data integrity through the creation of a 128-bit message 
digest from data input (which may be a message of any length) that is claimed to be as unique to 
that specific data as a fingerprint is to a specific individual.


OCSP (RFC 2560)—Online Certificate Status Protocol is one of two common schemes (CRL is 
the other) for maintaining the security of a server and other network resources.


PKCS—Public-Key Cryptography Standards are a set of inter-vendor standard protocols for 
making secure information exchange on the Internet using a public key infrastructure. Adobe 
supports the following standards:


PKCS 1—RSA Cryptography standard


PKCS 7— Cryptographic message syntax standard


PKCS 11—Cryptographic token interface standard


PKCS 12—Personal information exchange syntax standard


RA—A registration authority is an authority that verifies user requests for a digital certificate 
and tells the CA to issue it. RAs are part of a PKI, a networked system that enables companies and 
users to exchange information and money safely and securely.


RC4—A shared key stream cipher algorithm that requires a secure exchange of a shared key 
outside the specification.


RSA—An asymmetric encryption and authentication system that uses an algorithm developed in 
1977 by Ron Rivest, Adi Shamir, and Leonard Adleman. The RSA algorithm is a commonly 
used encryption and authentication algorithm and is included as part of the Web browsers 
from Microsoft and Netscape. 


SAML—Security Assertion Markup Language is an XML standard that allows a user to log 
in once for aff liated but separate Web sites. SAML is designed for business-to-business and 
business-to-consumer transactions.


SHA-1, SHA-256—Secure Hash Algorithm used to generate a condensed representation of a 
message called a message digest. The SHA-1 algorithm is required for use with the Digital 
Signature Algorithm (DSA) as specified in the Digital Signature Standard (DSS) and whenever a 
secure hash algorithm is required. Both the transmitter and intended receiver of a message in 
computing and verifying a digital signature use the SHA-1.


Smart Card—A plastic card about the size of a credit card with an embedded microchip that can be 
loaded with data and used for telephone calling, electronic cash payments, and other 
applications, and then periodically refreshed for additional use.


SSL/TLS—Secure Socket Layer/ Transport Layer Security. Internet protocols that ensure privacy 
between communicating applications and their users. When a server and client communicate, 
TLS ensures that no third party may eavesdrop or tamper with any message. TLS is the successor 
to the SSL.


Time-stamp Protocol (RFC 3161)—A time-stamping service supports assertions of proof that a 
datum existed before a particular time. RFC 3161 describes the format of a request sent to a time-
stamping authority (TSA) and of the response that is returned. It also establishes several security-
relevant requirements for TSA operation, with regards to processing requests to generate 
responses.


Adobe Systems Incorporated 
345 Park Avenue 
San Jose, CA 95110-2704  
USA 
www.adobe.com


Adobe, the Adobe logo, Acrobat, Adobe LiveCycle, and Reader are either registered trademarks or trademarks of Adobe Systems Incorporated 
in the United States and/or other countries. Mac OS is a trademark of Apple Computer, Inc., registered in the United States and other countries. 
Linux is a registered trademark of Linus Torvalds. Microsoft and Windows are either registered trademarks or trademarks of Microsoft Corporation in 
the United States and/or other countries. All other trademarks are the property of their respective owners.


© 2007 Adobe Systems Incorporated. All rights reserved. Printed in the USA. 


95009146  5/07


For more information


For more information about Adobe  
security solutions, please visit  
www.adobe.com/security
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